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The risk assessments are conducted annually on all identified servers and databases that contain PHI.  The ISAAC system will be reset annually to open the system to all departments to enter new risk assessment data.
· First time users will require additional time to enter their data.
· Returning users will be required to review and update their data.

ISAAC-S Process 

1. Information Owner documents current state to assess information security (asset) on an annual basis or as needed.  A compliance Report is generated.

2. Compliance Report contains detailed information about security risks.

3. The Security and Infrastructure Assurance Department conducts a validation review of the Compliance Report.  An annual report is given to Executive Management including Chief Information Officer, PEC, and Internal Audit, and also given to General Council.

4. Risk Review is conducted by the information owner and Security and Infrastructure Assurance (SIA) to define the risks and review the overall state of the asset.  The information owner needs to either accept the risk and document it in ISAAC-S or decline the risk and take corrective action.

5. Acceptable risks are agreed to by the information owner, Executive Management and General Council. Signatures are required on the risk assessment report.

6. Corrective Action begins with analyzing risk factors.  This is conducted by the information owner, information custodian, information user, and SIA.

7. A Remediation Plan is developed by the information owner, information custodian, information user, and SIA.

8. The Remediation Plan is implemented the by information owner, information custodian, information user, and SIA.

9. Once the corrective action process is complete, the data is updated in the ISAAC-s and the current state is re-evaluated and the cycle is repeated until the risks are accepted. 
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