Risk Assessment Responsibilities

[bookmark: _GoBack]Information Owner
A. Approve access and formally assign custody of an information resources asset. 
B. Determine the asset's value. 
C. Specify data control requirements and convey them to users and custodians. 
D. Specify appropriate controls, based on a risk assessment, to protect the state's information resources from unauthorized modification, deletion, or disclosure. 
E. Confirm that controls are in place to ensure the confidentiality, integrity, and availability of data and other assigned information resources. 
F. Assign custody of information resources assets and provide appropriate authority to implement security controls and procedures. 
G. Review access lists based on documented risk management decisions. 
H. Approve, justify, document, and be accountable for exceptions to security controls. The information owner shall coordinate exceptions to security controls with the agency information security officer or other person(s) designated by the state agency head. 
Custodians
A. Implement the controls specified by the information owner(s).
B. Provide physical, technical, and procedural safeguards for the information resources.
C. Assist owners in evaluating the cost-effectiveness of controls and monitoring.
D. Implement monitoring techniques and procedures for detecting, reporting, and investigating incidents. 
Users
Users of information resources shall use the resources only for defined purposes and comply with established controls.
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